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ABSTRACT 

Cloud computing is used to deliver the services over network. In cloud computing, users access the 

information and utilize the applications from several devices through Internet. Cloud computing 

services are offered and managed by cloud service providers. During the data transmission process, 

security and privacy are two essential concerns which had to be dealt with in cloud technology. Cloud 

security has become vital for cloud storage providers to satisfy the customer needs. Cloud data 

privacy with individual capability identifies the data to get shared with the third parties. Many 

researchers carried out their research on secured data communication in cloud environment. 

However, the data confidentiality was not improved and encryption time was not minimized. In order 

to address these problems, many existing techniques have to be reviewed for secured data 

communication in cloud environment with higher data confidentiality and lesser time consumption. 

Keywords: Cloud computing, Internet, cloud service providers, third parties, data 

confidentiality. 

1. INTRODUCTION 

        Cloud computing (CC) has provided on-demand accessibility for the data storage 

and computing power without user management. CC is used to explain the data centre 

available to different users over Internet. Cloud service providers (CSPs) preserve the 

IT infrastructure with computer and networking hardware and software to deliver the 

on-demand computing resources to users. Cloud data security is the method of 

preserving the data stored in server from the unauthorized access.  Cloud computing is 
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the new paradigm in the digital technology and healthcare industry. E-health is a 

growing field in connection to medical informatics, public health, business depending 

on the health services and information delivered through Internet and associated 

technologies. 

This paper is categorized as listed below: Section 2 reviews the secured data 

communication methods in cloud environment. Section 3 describes the existing 

secured data communication techniques. Section 4 provides the experimental settings 

with possible comparison between them. Section 5 portrays the limitations of secured 

data communication techniques in cloud environment. Section 6 concludes the paper. 

2. LITERATURE REVIEW 

        Software architecture was constructed in [1] to perform the secure data 

aggregation. The software architecture was used for instant consumption of region and 

monthly bill payment of individual consumer. Though the cost was minimized, the 

data confidentiality rate was not improved. A tri-party one-round authenticated key-

agreement protocol was designed in [2] with bilinear pairing cryptography to generate 

the session key among participants for performing the secure communication. The 

decoy files were recovered to assure the data security. But, the encryption time was 

not minimized by designed protocol. 

        An efficient verifiable approach was designed in [3] for better security during 

data transfer between users in cloud computing. Bilinear key aggregate cryptosystem 

was introduced by public key based homomorphic authenticator for secured data 

transmission. However, the computational complexity was not improved by verifiable 

approach. A secured and dependable architecture was constructed in [4] for electronic 

health care with higher efficiency and reliability. The architecture assured the security 

and privacy between healthcare providers and patients. However, the data integrity 

rate was not improved by secured and dependable architecture. 

        The security and privacy-preserving demands was addressed in [5] for attaining 

the e-health solution by different privacy preserving approaches to assure the privacy 

and security of electronic health records (EHRs) in cloud. But, the computational 
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complexity was not minimized. A modern secured data communication scheme was 

designed in [6] through private key encryption with better results. An 

ECLAT(Equivalence Class Clustering and bottom-up Lattice Traversal) algorithm was 

designed for energy detection and byzantine attack prediction. However, the data 

integrity rate was not increased by designed scheme. 

        MSCryptoNet framework was designed in [7] for scalable execution with 

privacy-preservation setting. A new method was introduced for activation function in 

convolutional neural network with low degree polynomials in homomorphic 

encryption. But, the encryption time consumption was not reduced by MSCryptoNet.          

A ciphertext-policy attribute-based encryption scheme was introduced in [8] to 

address security issues. The offline encryption was performed through constructing 

the intermediate ciphertext pool with Chameleon hash function, but, the computational 

cost was not reduced through the designed scheme. 

          A cloud-based system was introduced in [9] to assure secured data access 

through behavioral biometric signature based authentication for healthcare data 

management. The signature sample training was performed with Hadoop MapReduce 

framework through Resilient Backpropagation neural network. However, the 

computational complexity was not reduced in the designed system. A secure and 

privacy-preserving distributed deep learning (SPDDL) was introduced in [10] for 

cloud computing. SPDDL attained better tradeoff between security, efficiency and 

functionality. But, the data confidentiality level was not increased by SPDDL. 

           The attribute-based signcryption with blockchain was performed in [11] for 

secure data sharing in cloud atmosphere. The designed scheme addressed the cloud 

computing security requirements. The smart contract addressed the cloud storage 

problems like returning incorrect results in the cloud server. However, the time 

consumption for secured data communication was not minimized. Hashed Needham 

Schroeder Cost Optimized Deep Machine Learning (HNS-CODML) method was 

designed in [12] for secured IoT data transmission. The execution time consumption 

was minimized as authenticated cloud users (CU) transmit the data/messages through 

secured channel. But, security level was not enhanced through HNS-CODML method. 
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3.       SECURED DATA COMMUNICATION IN CLOUD 

            Cloud computing is used to deliver different services through Internet with 

data storage, networking and software. Cloud computing is more advantages due to 

low cost and size of computing resources consistent with their demand. Cloud 

computing is an innovative growth of computer application and data saving over 

Internet. Cloud computing is the delivery of computing services through internet with 

help of local servers or personal devices. Data security is considered as the big 

concern with cloud particularly when it comes to the sensitive medical evidences and 

financial information. 

3.1      Security and privacy aware data aggregation on cloud computing 

            Software architecture was constructed to support multiple methods for secure 

data aggregation. The software architecture was employed in the application 

development for smart grid, computing instant consumption and individual consumer 

bill. The data was gathered through the smart meters allowing the consumers to reduce 

the electricity cost through close monitoring. Software architecture allowed the cloud 

computing usage in applications with security and privacy needs. The architecture 

considered application components where the privacy and security of user data get 

guaranteed. The sensitive part of processing was isolated. The software architecture 

used diverse policy for aggregating the sensitive data without confidentiality. The 

software architecture was applied in different situations where sensitive data get 

collected and combined to anonymize and produce the significant information. The 

electronic devices were used for aggregators in cloud to transmit the partial results and 

to determine final voting result. Voter identities and partial results handled the 

information in an isolated environment. The secure aggregation module was 

considered depending on homomorphic encryption programmed in software with 

higher costs using Intel Software Guard eXtensions (SGX) technology. The designed 

module allowed the computation carried out ciphertext without encryption.  

3.2    Medical big data analysis: preserving security and privacy with hybrid 

cloud technology 
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           Big data analytics (BDA) is a key technology in different business areas like 

welfare medical field. A tri-party one-round authenticated key-agreement protocol 

was introduced depending on the bilinear pairing cryptography to generate the session 

key between two participants. The private healthcare data were stored securely 

through the execution process by decoy method. When attacker gets identified for data 

access, decoy files were retrieved to guarantee the data security. Medical healthcare 

big data analysis was performed for privacy preservation with hybrid cloud 

technology. The key objective of the analysis was to store the healthcare private data 

securely in cloud through fog computing technology.  

              Big data analytics in healthcare system provided many challenges with higher 

security, data integrity and visualization. Medical big data maintain the data 

processing and analysis to provide better security and quality of services. The security 

depended on different models like data identification. In healthcare systems, different 

data information were stored and examined to process the patient information. There 

are two stages for big data analysis in healthcare systems. In first stage, information 

gets stored. In second stage, the information gets imagined, analyzed and processed. 

 

3.3 Secure Communication with Data Analysis and Auditing Using Bilinear Key 

Aggregate Cryptosystem in Cloud Computing 

             A new bilinear key aggregate cryptography was introduced for performing 

secured data communication based on constant length cipher text. An efficient and 

publicly verifiable approach was introduced in cloud to provide security during data 

transfer between users. A bilinear aggregate signature was employed to attain the key 

auditing process. A powerful decryption key was employed to allow the multiple 

cipher texts decryption without increasing size. It was attained with public-key 

encryption for bilinear key-aggregate cryptosystem. In BKAC, users encrypted the 

message under the public-key and under an identifier of cipher text termed class. The 

cipher texts were partitioned into many classes. The key owner maintained the secret 

to extract secret keys for diverse classes. The designed work employed random oracle 

model for batch auditing with multiple owners and cloud. The extracted key was 
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considered as the aggregate key for single class. It combined the power of keys for 

any cipher text classes. The designed scheme supported the authorized auditing. Cloud 

storage auditing service guarded the data privacy. 

4.    PERFORMANCE ANALYSIS OF SECURED DATA COMMUNICATION 

IN CLOUD  

Experimental results of three existing protocols, namely software architecture, 

tri-party one-round authenticated key-agreement protocol and Publicly verifiable 

approach are implemented in java platform. For conducting the experiments, Pima 

Indians Diabetes Database from kaggle is taken for performing secured data 

communication. Three parameters are used to compute the performance, namely  

 Encryption time,  

 Data confidentiality rate and  

 Data integrity rate 

 The performance of three existing protocols is determined with help of table and 

graphs. 

4.1 Encryption time 

      Encryption time is defined as amount of time consumed for performing the 

encryption for secured data communication. It is the difference of starting time and 

ending time during the encryption process. It is given by,  

                                                               (1) 

From (1), the encryption time is calculated. It is measured in terms of milliseconds 

(ms). When the encryption time is lesser, the method is said to be more efficient.  

Table 1 Tabulation for Encryption Time 

Number of 

Patient Data 

(Number) 

Encryption time (ms) 

Software 

Architecture 

Tri-party one-round 

authenticated key-

agreement protocol 

Publicly verifiable 

approach 
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10 15 21 26 

20 18 23 28 

30 20 26 31 

40 22 29 33 

50 25 30 36 

60 27 32 38 

70 29 34 40 

80 31 37 42 

90 34 39 44 

100 36 42 47 

 

Table 1 explains the simulation results of encryption time for different number of 

patient data. The table values illustrates that encryption time performance of software 

architecture is comparatively lesser than tri-party one-round authenticated key-

agreement protocol and publicly verifiable approach. The graphical results of 

encryption time are shown in figure 1.  

 

Figure 1 Measurement of Encryption time 
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Figure 1 describes the graphical representation of encryption time for different 

number of patient data. From the above figure, it is observed that the encryption time 

using software architecture is lesser than other two techniques. This is because of 

using homomorphic search system for locating terms in encrypted databases without 

additional information. The designed system functioned in the protected mode where 

memory and execution preserved against access to perform computation in the 

ciphertext. This in turn helps to minimize the encryption time during secured data 

communication in cloud. As a result, encryption time of software architecture gets 

reduced by 19% and 31% when compared to tri-party one-round authenticated key-

agreement protocol and publicly verifiable approach respectively. 

 

4.2   Data Integrity rate  

          Data integrity rate is defined as the ratio of number of data that are not altered 

by any intruders to the total number of patient data. It is formulated as, 

                    
        

                      
                       (2) 

From (2), the ‘       ’ represent number of data not altered by intruders. It is 

measured in terms of percentage (%). When the data integrity rate is higher, the 

method is said to be more efficient. 

 

Table 2 Tabulation for Data integrity rate 

Number of 

Patient Data 

(Number) 

Data integrity rate (%) 

Software 

Architecture 

Tri-party one-round 

authenticated key-

agreement protocol 

Publicly verifiable 

approach 

10 75 85 79 

20 77 87 81 

30 80 89 84 

40 78 86 83 

50 75 84 80 
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60 72 82 77 

70 74 86 79 

80 76 88 82 

90 78 91 84 

100 80 94 86 

 

Table 2 explains the simulation results of data integrity rate versus number of patient 

data. The table values shows that data integrity rate performance of tri-party one-

round authenticated key-agreement protocol is comparatively higher than software 

architecture and publicly verifiable approach. The graphical results of data integrity 

rate are illustrated in figure 2.  

 

Figure 2 Measurement of Data integrity rate 
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integrity rate is higher during secured data communication in cloud. Therefore, data 

integrity rate of tri-party one-round authenticated key-agreement protocol gets 

improved by 14% and 7% when compared to software architecture and publicly 

verifiable approach respectively. 

 

4.3 Data confidentiality rate 

       Data confidentiality rate is defined as the ratio of number of data that are accessed 

by the authorized user to the total number of patient data. It is given by, 

                          
        

                      
                  (3) 

From (1), the ‘       ’ represent the number of data accessed by authorized user. It 

is measured in terms of percentage (%).When the data confidentiality rate is higher, 

the method is said to be more efficient. 

 

Table 3 Tabulation for Data confidentiality rate 

Number of 

Patient Data 

(Number) 

Data confidentiality rate (%) 

Software 

Architecture 

Tri-party one-round 

authenticated key-

agreement protocol 

Publicly verifiable 

approach 

10 70 81 85 

20 73 82 88 

30 75 85 90 

40 72 83 87 

50 70 81 85 

60 73 84 88 

70 74 86 90 

80 76 88 91 

90 79 89 93 
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100 80 91 95 

 

Table 3 explains the simulation results of data confidentiality rate for different number 

of patient data. The table values shows that data confidentiality rate performance of 

publicly verifiable approach is comparatively higher than software architecture and 

publicly verifiable approach. The graphical results of data confidentiality rate are 

shown in figure 3.  

 

Figure 3 Measurement of Data confidentiality rate 
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5. DISCUSSION AND LIMITATION ON SECURED DATA 

COMMUNICATION IN CLOUD  

          Software architecture was designed with the several techniques for executing 

the secure data aggregation. The software architecture was constructed with 

application growth for smart grid and monthly bill of individual consumer. The 

data consumption by smart meters allowed the consumers to reduce the electricity 

cost through close monitoring. Though cost was reduced, data confidentiality rate 

was not increased. The designed architecture failed to address the privacy and 

security needs. 

         A tri-party one-round authenticated key-agreement protocol was introduced 

depending on bilinear pairing cryptography to create session key between 

participants. The private healthcare data were stored through the decoy method. 

The designed protocol guaranteed better data security. The encryption time was not 

reduced by tri-party one-round authenticated key-agreement protocol. 

          An efficient and publicly verifiable approach was used to provide security 

during the data transfer between different users. Bilinear key aggregate cryptosystem 

was introduced with public key based homomorphic authenticator for secured data 

transmission. The bilinear aggregate signature was used to achieve better key auditing. 

Key auditing minimized the computation complexity. The computational complexity 

was not improved by verifiable approach. 

5.1    Future Direction 

The future direction of the research is to improve the data confidentiality rate 

during the secured data communication using the machine learning and deep learning 

techniques. 

6. CONCLUSION 

             A comparison of different existing secured data communication in cloud 

computing is studied. From the study, the computational complexity was not 

improved by verifiable approach. The review shows that encryption time was not 
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minimized with tri-party one-round authenticated key-agreement protocol. The 

data confidentiality rate was not increased and the designed architecture failed to 

address the privacy and security needs. The wide range of experiments on existing 

method computes the performance of the secured data communication in WSN 

with its limitations. Finally in future, the research work can be carried out using 

machine learning and deep learning for improving the secured data communication 

performance in WSN with lesser encryption time. 
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