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Abstract: In digital era, a digital audio is required document which can be put to examination as 
evidence. Various techniques ranging from environment signature to double compression 
detection can be utilized in audio and speech forensics. Remarkable technology likes codec 
transcoder based detection are based on tools, software and transmission media used in capture, 
storage and transmission of audio file. A whole picture of audio forensic is based on step by step  
analysis of various stages of digital audio generation and synthesis. 
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I Introduction 
 
Digital audio analysis is one of the cyber forensic techniques which compute insight of the 
crime by acquiring, analyzing and evaluating audio. In case of threat, analysis of audio can 
conclude to truthfulness, motive and physiological state of speaker; like in case of bomb 
threat. Analysis of voice can be a clue for police and forensic scientists for identifying the 
criminal. The audio analysis can be admissible to court and will work as evidence with some 
provisions. 
 
The main objective of the audio analysis for purpose of forensic process is to achieve one 
or more of the following tasks: 

1. Integrity verification it aims to answer the question of whether the query audio (the 
audio in question) has been tampered with since its creation or not? 

2. Forensic audio enhancement it aims to improve speech intelligibility and the 
audibility of low-level voice, and 

3. Speaker identification it aims to identify the talker in the query audio, and 
4. Environment and physiological state of speaker 
5. Recording and transmitting media 

 
While analyzing the social communication voice messages by forensics it has been found 
that every humans have different voices, different ascents as they have different vocal cords, 
and vocal cavity. Genuineness and integrity verification for a digital audio recording – audio 
forensics analysis is a complex forensic science. The aim of the audio forensic analysis is 
to establish as far as possible that the recording is a true ‘acoustic representation’ of events 
made at through a specific acquisition system and at a specific location. It has been 
demonstrated that acoustic environment, acquisition system, and encoding process leave 
artifacts in the resulting audio. These artifacts are also used for authenticity and integrity 
verification of the digital audio. 
 

The main contribution of this survey paper includes: 
a) Classification of the digital audio forensic analysis methods 

b) Overview of audio enhancement based forensic methods 
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c) Detailed overview of acoustic environment identification based forensic methods 
II A Survey on audio forensic investigations 
Audio forensics and the law 
 
In the era of 1950’s a case had been filed which directly dealt with recorded conversations, 
(United States v. McKeever (169 F. Supp. 426, 430, S.D.N.Y. 1958)). In this case, the judge 
was asked to determine the legal admissibility of the conversation recorded that demanded for 
the defendant. The judge accepted the written transcript to be presented in court room by the 
lawyer [1]. However, for the recording to be accepted in court, six particulars are needed to be 
fulfilled for the audio authenticity in the aforesaid case viz: list of audio files, Device operator 
included, authentic recording related to case, no alteration to the recording, preservation and 
saving of the record, and identifying the speaker. 

 
III Methodology for interpreting authenticity 
There are several types of observations are in need to determine the legitimacy of a audio clip as 
evidence. For this the examiner needs to perform waveform based visual, physical, electrical and 
acoustic tests that may include the history related to case. Recording capability of the device, 
Type of recording and its format with extension of file should be checked; continuity and 
homogeneity of Means of recording should be carefully listened of audio clip and continuity 
checking of recording [2,3,4] 
 
Classification of audio authentication methods 
 
(i) container-based authentication and (ii) content-based authentication 
 
 
Authentication using acoustic environment signature 
 
A typical audio recording consists of a number of acoustic signals including direct source 
signal, indirect or reflected signals, secondary sources, and ambient noises. These aforesaid 
signals or sources are used to differentiate an acoustic environment where the recording is made. 
Acoustic re-echo are caused by the shape and composition of the room, which results in the 
temporal and spectral smearing of the recorded sound and Secondary audio source activities 
cause background noise. The challenging task is to compute the acoustic cues from the audio 
signaling. Dynamic acoustic environment identification (AEI) can be computed depending on the 
estimated reverberation and background noise. Audio recording authentication and real time 
crime localization are types of AEI applications.  
 
Authentication using microphone signature 
Signatures are used to record the audio contents usually records other signals also such as 
signatures, which provide proof of the ownership of the file and location of the recording. 
The use of standard security approaches to address this problem (e.g., digital signature content 
[5], watermarking techniques [6]) needed the adaptation of devices and workflows, and thus this 
is not always applicable. In the method given [7] both training and identification phases are used 
in the form of identification method. During the training phase, the support vector machine 
(SVM) model is trained together with the reduced noise features and their class information.  
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Forensic audio enhancement  
 
The method of cleaning and removing unwanted noise from an audio file is known as Audio 
enhancements which are usually recorded unintentionally. The forensic experts try to remove 
these noises and escalate the audio file without damaging the original information in the file. 
Betterment allows listeners to know “what is said” and prove or disprove the involvement of an 
individual in a crime. Even though the enhanced file may look worse than the original file, but 
what actually said is revealed clearly. The main facets to audio enhancement are to detect the 
noise problem, because in the corrupt file the noise is reengineered in such a way that it becomes 
a part of the original recording. Therefore, one needs to detect this noise and extract it from the 
original recording.  
 
Approach to forensic audio enhancement 
 
Time variation of audio forensic would compensate between the primary and reference inputs as 
it has to improve the intelligibility of the target speech. The time drift acceleration and 
deceleration rate should be under some limit to allow DCAF (drift compensated adaptive 
filtering) to track the reference. DCAF can achieve disturbance reduction for rates as large as 
±1% per 60 s at a 16 kHz sampling rate as reported in [8]. A landmark-based acoustic 
fingerprinting proficiency is proposed to automatically distinguish align then subtract the 
reference sound and bring the speech of speaker to the forefront. 
This two-stage approach reduces the effect of interfering music, television or noise. It identifies 
and automatically aligns the reference sound. A signal reference cancellation algorithm 
technique is then applied to subtract the reference sound to bring the speech of interest to the 
forefront. A small reference music database consisting of 50 songs were used to determine 
efficiency of the approach. The database consisted of pop, rock and instrumental music. Existing 
LMS-based two-channel reference cancellation approaches could be applied which can robustly 
cancel the interfering audio and leave the speech of target speakers largely intact [9]. A spectral 
subtraction algorithm in the modulation domain has been proposed in [10] to overcome additive 
noise distortion. Both objective and subjective speech enhancement experiments were carried out 
to evaluate the proposed approach.  
 
Transcoding identification 
Those audio files that are recorded from smartphone or tablets and uploaded on the network do 
not come out directly to listeners straight away because of transcoding. This can be done only 
when transcoding is finished then the listeners are able to listen to the media file. Before 
explaining transcoding, one must understand how digital media are stored. For storing metadata 
information i.e. about dimension and duration of file, digital media have a container that stores 
metadata information about the dimension and duration of the file as well as the number of 
tracks. Each of these tracks is encoded to enhance the quality and reducing the file size. These 
encoded tracks are then stored back in the container. To transcode a digital file following 
requirements are used: Extract the track from the container, Filter the track, Encode the track, 
Multiplex the new track. Transcoding is usually carried out to convert a file format from one to 
another (e.g., converting AVI file into H.264/AAC in MP4 for bringing to mobile devices). 
Media is being transcoded due to various reasons viz: To convert a high resolution file into a 
digital distributable format which can be send over the Internet, to convert it from a high quality 
music file library stored in ACC or Vorb is to MP3 files. Transcoding detection is helpful to 
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know if the downloaded audio file is in its original state or not. Various works on audio 
transcoding had been undertaken [11,12,13].The accuracy of the audio file is checked by 
analyzing the bit rate of the MP3 file. However, this check and the results are affected when bit 
rate is transcoded from a lower bit rate to a higher bit rate. The original lower bit rate of the 
audio file is detected by analyzing the high frequency spectrum of the audio file. 
 
Codec identification  
 
Codecs are generally applied for encode and decode the digital audio. The important parameter 
for designing a codec is to compress the digital audio file and music file for more compact 
storage over the internet and transmit the voice data over mobile network and Voice over IP 
networks [14]. Telephony system is another area where identification of codec is essential to 
know the history of the audio stream [15]. Telephone infrastructure is diversified and non 
centralized, no exact and reliable mechanism is accessible to track the route of the incoming call 
as the voice signal is coming through many routes over the network. Hence there is possibility 
that network administrators are unable to verify the origin of incoming calls many malicious 
activities takes place like voice spam and voice phishing attacks. To ascertain the quality of the 
file and its originality, i.e. to check if the low bit rate file is transcoded to high bit rate and then 
pretending to be that it is of high quality, is another aspect of study which is based on codec 
identification [16]. For detecting the authenticity of the file, once the above information is 
extracted then the origin and authenticity could be determined. 
 
Double compression detection 
MP3 is typically manipulated by the compression and decompression of audio files for malicious 
purposes. Because of these manipulations, many studies have been conducted in this field to 
authenticate audio files, and several solutions have been proposed to detect both double and 
single compression for multimedia files. The main purpose of manipulating and compressing an 
audio file is to recompress it at a higher bit rate to pass it off as a high quality track [17]. This 
technique describes the statistical features extracted from modified discrete cosine transform 
(MDCT) coefficients and other parameters that may be obtained from compressed audio files. 
Tampering activities and trace identification are detected because of multiple compressions. 
Based on the analysis and inherent parameters of compression encoder identification, an 
algorithm was developed to enhance robustness. In this technique, the authors tried to localize 
the presence of double compression in MP3 audio files and uncover possible tampered parts. It 
detects whether an MP3 audio file is singly compressed or doubly compressed as well as derives 
the bit rate of the first compression. It also detects the short temporal windows to localize the 
tampered portions of the MP3 file under analysis. The technique is effective when the bit rate of 
the second compression is higher than that of the first; however, it has limited performance in the 
opposite direction. The features are based on simple histogram [18]. 
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