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 Abstract  

Now a days home and office security level grown up to provide security to our house and office 

IOT [Internet of things] based face recognition can be applied. The door plays an important 

role in our home and office security. A standard web camera to capture the picture to confirm 

visitor or guest identity. This paper defines about the implementation and deployment of IOT 

based smart door system and availability in to a home and office environment for authenticated 

people only. If the face recognizes visitor or guest, it will welcome them by name and the door 

will be unlocked name opened. If they are not recognized door will unlocked. The door system 

will perform detection and recognition fast in present time when face in front of camera. This 

paper is essentially for future features: safety, monitoring, security and control to home and 

office automation. Firstly the system needs a face identification for the visitor or guest to be 

able to arrive the home and office (lock/unlocked).  
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1. Introduction 

Many countries are regularly implementing smart home and office security control system. The 

main part of any home and office security system are accurately detecting visitor or guest who 

enter and leave through the door. The Face is generally used biometric to identify people. Face 

recognition has received important attention from security guard due to people activities found 

in several applications of security like forensic, airport, face tracking, criminal recognition, etc. 

Compared to other biometric qualities like palm print, finger print, eyes and face scanning etc. 

They can be taken even without visitor knowledge and further can be used for security based 

applications like criminal detection, face tracking, airport security, and forensic etc. Face 

recognition comprises capturing face picture from a web camera. They are capture picture of 
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guest and compared picture with the stored database. [1] Organize them with known classes 

and then they are saved in the database. Face biometrics is an interesting field for researchers 

with various restrictions imposed for machine face recognition like dissimilarities in change in 

illumination, head poses, facial expression, aging etc. Various approaches were suggested by 

researchers in overcoming the stated. Automatic face recognition includes feature extraction 

and face recognition, face detection. Face biometrics algorithms are classified into two 

categories as geometric feature based and image template based. The image template based 

methods compute connection between many model templates and face to find the identity. 

Principal factor analysis, kernel methods, linear discriminate analysis etc. are used to create 

image templates. The geometric feature based methods are used to analyse explicit local 

structures and their geometric relations .Multi determination tools like as edge lets were found 

to be useful for analysing information content of picture and found its use in pattern or face 

recognition, and computer vision, image processing. 

 

2. PROBLEM SATETMENTS  

 POSE VARIATION: 

 Comparing pose is other fundamental task image recognition system. Some obligatory 

problems appear in the variety of practical uses like as the people are not always front 

of the camera, so the pose problem is a big problem for the face recognition system to 

be detection. [2] The dissimilarity between the different persons under the same poses, 

it is tough for the computer to do the face recognition when the poses of the gallery 

images are different. Pose variation still presents a challenge for face identification. 

54% of consumers possess usual of 4 IOT [Internet of thing] devises, but then again 

only 14% consider that they are familiar with internet of thing devises security. 

  

 OCCLUSION:  

The face identification context, occlusion includes that some parts of the face cannot 

be find. For example a face image taken from a web camera could be partially unseen 

behind column. [3] The identification process couldn’t find of a full input face. Hence, 

the lack of some parts of the face may lead to not find full face. There are also objects 

that can obstruct facial features goggles, beards, hats etc.  
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  EXPRESSION:  

Comparing faces with altered facial expression is another problem for some face 

identification uses. Faces experience large deformations under facial expressions. 

Human can simply handle this variation, but the algorithms can have problems with the 

expression databases. Face identification under exciting facial expression still remains 

an unsolved problem, and temporal information can provide significant additional 

information in face recognition under facial expression. The performance of face 

recognition system significantly reduces when there is a dramatic expression on the 

face. Therefore, it’s main to automatically find the best face of object from the pictures. 

Using the neutral face during enrolment and when verifying, so that we can find the 

neutral face of the subject from the expression like Happiness, unhappiness, anger, 

horror , surprise.  

 

 AGING:  

Face recognition across aging is most challenging in that it has to address all other 

variants as well. Pose expression and illumination changes are bound to happen for two 

pictures of a person click years apart. In addition to this, textural properties of the skin 

can be dissimilar as well makeup, eyeglasses, hair loss, etc. The facial changes that 

follow due to aging are influenced by numerous environmental factors such as solar 

radiation, smoking, stress level, etc. The changed biological and environmental factors 

can either delay the process of aging. Aging results in changes in both the hard and soft 

facial tissue of an individual. Loss of tissue facial volume and alteration in skin texture 

are some of the other changes with aging. Drifts in facial landmarks appear to sensibly 

describe the shape differences associate with aging, mainly in ages 2-18. 

 

 TRANSFORMATIONS:  

The face can be accessible to the system at different scales. This may happen due to the 

focal distance between the face and the web camera. As this distance gets close the face 

image gets bigger. Head locations may change due to translations and rotations.  

 

 ILLUMINATION:           

 Comparing two different faces with changed illumination is one of the fundamental 

problems for face recognition system. Face picture of the same person can be taken 
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under different illumination conditions such as, the situation and the strength of the 

light source can be modified like the ones.  

 

3. PROBLEM SOLUTION:  

There is few objectives strategy face identification system. The objectives of face identification 

are: 

1. To design real time face identification system.  

2. To utilize the face identification system based on Hair classifier.  

3. Users could operate on a touch screen to select entering the house by the house by 

recognizing face or entering password.  

For face recognition, a picture will be captured by camera and pre-processed and converting, 

cropping, then face identification and recognition are performed.   

  

 A. BLOCK DIAGRAM       

 

 

The face identification system will works in two altered parts. The first part is for clicking and 

creating a database by storing the picture. And the second one is to compare the picture with 

the stored picture in the database. For feature abstraction we will use Eigen faces methodology 

and Euclidian distances will used for identification of the face.  
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 CAMERA MODULE:  

Camera is pi camera interfacing to the raspberry pi module. It is used to capture images 

and send the clicked images to the raspberry pi module. Camera contains LEDs and 

flashes to handle that light condition that is not explicitly supplied by the environment 

and these light conditions are known as ambient light conditions.  

 

 RASPBERRY PI:  

Raspberry pi is a small computer board. When a picture is clicked by raspberry pi it is 

compared with database picture. For the first time when we capture a picture to Create 

a database raspberry pi module captures many picture to create a database in the face 

recognised system and this database is compared with the live captured picture. After 

comparing the some picture, based on whether the output is (+ve) or negative it gives 

commands to GSM module. Its size is no more than a credit card. It has a Broad-com 

BCM2835 system on chip multimedia processor [5]. It also has 512 MB memory chip 

on the board at the centre. Its Instruction Set Architecture is different than other 

architectures and it is used for Advanced RISC Machines. The Raspberry Pi module 

runs on Raspberry Pi compatible operating system which is known as GNU/Linux 

Raspberry. Operating systems for example windows, IOS are also attuned to Raspberry 

Pi. But the purpose of using Linus is that the LINUX is open source and programming 

oriented and hence becomes easy for development.  

 

 GSM MODULE: 

 GSM module is used to send a message to the authorized people based on the output. 

If the output is positive “Information matched Access granted” message will be sent to 

the legal people, otherwise in situation of illegal access it will send an “Access denied. 

Some unidentified person is trying to unlock the door”. Message to the certified users 

of the system. As with any system, the initial stage is to imagine the core modules, 

inputs, outputs and interrelations among them; this can be effectively done using a flow 

chart, above is a graphical representation of the proposed system.  
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4. ADVANTAGES OF SYSTEM: 

 It is low cost IOT system which can be made under 5000 INR.   

 Using IOT system, the home or office can be monitored and controlled remotely, as we 
can place sensors at the different places.  

 This is an IOT based system and hence can be made automated [6]. 

  By using Raspberry Pi, the system becomes scalable and flexible.  

 The IOT system can be modified simply without disturbing the other components in 
the system.  

 As we will usage Raspberry Pi to develop the IOT system, the total system has become 
low power system.  

 New embedded technologies can be simply inserted into this development, due to the 
usage of raspberry pi.  

 New connections like parallel connection, series connection to extend the system.  

 The IOT system can work on both modes online and offline mode. In online mode, the 
system can use internet at its working time. In offline mode, the system does not usage 
any internet connection. 

 

5. CONCLUSIONS  

  The arrangement of IOT based a facial recognition system using raspberry pi can make the 

system lighter and work successfully using lower control use, so it is more suitable than the pc- 

based face recognition system. It is open source software on Linux. Also, send a security alert 

message to the legal person utilities. We are also providing power backup for the smooth and 

continuous functioning of the system in case of power failure. The power bank is used to charge 

the Raspberry Pi so there is fewer chance to slow down the system. These are speedily growing 

tools in industries and scientists are still researching on them. Therefore these two have made 

a significant influence on security system development. Due to these, the security will almost 

double. Remote controlling and monitoring is possible because of using IOT and Face 

recognition has made it difficult to hack.   
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