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Abstract— Now a days the secure message or data transmission 
is one of the important challenge. Steganography is an efficient 
information hiding technique for secure text transmission. Video 
is nothing but collection of motion images. Select one frame and 
modify some bits of a frame. These changes are not visible to 
human eyes. Video steganography can be used to insert the text 
message into a video file. Initially the video file is converted into 
number of frames. Select frame and LSB watermarking 
technique is applied between the LSB of cover image and 
watermarked image. Arrange all the frames in an order to make 
the stego video. This stego video is send by the transmitter to the 
receiver. The receiver is able to receives the stego video and 
fragmented into frames, choose the frame same as transmitter. 
Then apply the LSB extraction algorithm to recover the original 
information. Steganography is used in several applications like 
broad cast monitoring, copy control, owner identification 
transaction tracking etc. 
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INTRODUCTION 

Now a days with the fast development of network 
technology data is more. Generally the multimedia data is 
used in many applications like Industries, politics, militaries, 
educations and Entertainment. To protect or secure the video 
information steganography technique is used. The video is a 
collection of images and the collection of number of pixels 
form the image. If we are considering an image it consists of 
millions of pixels and each pixel have their own pixel and 
intensity values. 

 

Cryptography uses several algorithms to convert our plain 
text to unreadable form known as cipher text. This cipher text 
is transmitted to the receiver through the communication 
channel. At the receiver the cipher text is again convert it into 
our plain text. Depending upon the type of cryptography the 
key is changed. Steganography is a technique to make 
confidential information imperceptible to human eyes by 
embedding it in some innocent looking "vessel" data (aka 
"carrier", "cover" or "dummy" data) such as a digital image or 
a speech sound. Steganography works by hiding information 
inside a cover. In our project we are taking the video file and 
the video file is divided into several frames, select one frame 
from several frames. Here we are using Watermarking to 
process the text and image. LSB watermarking technique can 
be used to perform the embedding text and image. We are 
arranging the all frames to make a video and this video is 
transmitted to receiver through the communication channel. 
The original text is recovered by applying the LSB decryption 
algorithm on particular frame of a stego video. 
The paper is organized as follows: section II describes the 
various techniques used for the information or data hiding.  In 
section III the basic concepts related to the video 
Steganography are discussed.  Section IV gives the algorithms 

associated with the Embedding and extraction process. Section 
V shows the results associated with the proposed methods. 
Finally we conclude the work and future directions are 
mentioned in section VI. 
 

I. INFORMATION HIDING 
Information is very important resource to us. Thus securing 
the information becomes very important in present days. The 
present communication media through which we can send 
information but does not provide information security, so 
other techniques are needed for secure data information 
transmission. It provides the methods for encrypting and 
decrypting the Information so that it becomes unreadable for 
any other user. There are three types of Information hiding 
techniques: Cryptography, Steganography and 
Watermarking[1].



A. CRYPTOGRAPHY 
Cryptography is a special technique of transforming 

Information. In Cryptography the individual who has the 
secret key can translate or we can say unscramble the message 
it into the first frame. Cryptography is the method by which 
one can send and share the data in a secret way. Cryptography 
is a technique in which the data content is placed inside of an 
image of a video file. The data content inside a picture and 
video file finding is more complicated. The plain text and 
encryption key are used by the encryption algorithm and it 
produces the cipher text. The cipher text is transmitted through 
the channel at the transmitter. Before the communication 
process the send decryption key. Whenever the two keys are 
equal the information is recovered by using the decryption 
algorithm. A cryptography algorithm is divided into two types. 
One is symmetric key based cryptography or Secret key 
cryptography and the second is Asymmetric key based 
cryptography or Public key cryptography. 
B. STEGNOGRAPHY 

The word steganography is of Greek origin and means 
"covered, or hidden writing". Steganography is a technique to 
make confidential information imperceptible to human eyes by 
embedding it in some innocent looking "vessel" data (aka 
"carrier", "cover" or "dummy" data) such as a digital image or 
a speech sound. It uses the unused bits of the information to be 
transmitted. Steganography works by hiding information inside 
a cover. Generally the key is not used in the stegnography 
model this operation is same as pure Steganography. 
Steganography uses the key then it is divided onto two types 

public key stegnography and private key steganography. In 
private key steganography the same key is used for both 

encryption and extraction. In public key Steganography two 
different keys are used for encryption and extraction.  
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C. DIGITAL WATERMARKING 
Digital watermarking explains the techniques of information 
hiding. A digital watermark is nothing but a message is 
embedded into digital information (audio, images, video, and 
text) that message can be recovered by performing many 
operations on watermarked image. The concept of water 
marking is similar to the Steganography but the 
between them is: the data is not protected in Steganography 
while the data is protected and hidden in water marking

II. VIDEO STEGANOGRAPHY
The Steganography can be done in different ways depending 
on the type of the message: text Steganography, Image 
Steganography, audio Steganography and video 
Steganography. In this the video Steganography is presented.
The Steganography on  video can be implemented in two 
ways: (i) spatial domain i.e., frame to frame data storing 
(ii)frequency domain i.e. converting frame into frequency 
domain. For the spatial domain we can use LSB tech
and or frequency domain the DWT can be used. 
method the data is stored in the locations o some LSB bits
The embedding process of the video Steganography is shown 
in fig 1. 

Fig 1. Embedding process of video Steganography

PROPOSED APPROACH

Proposed algorithm consists of both the embedding and 
extraction processes of watermarking. In the proposed 
algorithm we are read the video file and the video file is 
segmented into number of frames. Select one frame and 
convert it into image. If the image is color image and it is 
converted into RGB image. Choose the text im
performing either the LSB algorithm or DWT algorithm
Depending on the selected number of bits to substitute the 
LSB of the cover image or selected image is replaced wit
text image. Then all the images are converted into frames and 
to video. Apply the LSB extraction algorithm. Now the 
original text image is extracted.  
A. VIDEO STEGANOGRAPHY EMBEDDING
Step1: Select and read the video file. 
Step2: The video file is segmented into frames and then 
converted into images. 
Step3: Select the cover image „C‟ from the video frames. 
Step4: The cover image is changed into unit8 format and 
segmented into Red (R), Green (G) and Blue (B) components.
Step5: select and read the watermark information.
Step6: watermark image is the text image and convert text 
image into binary format. 

Digital watermarking explains the techniques of information 
hiding. A digital watermark is nothing but a message is 

images, video, and 
text) that message can be recovered by performing many 

The concept of water 
marking is similar to the Steganography but the difference 

: the data is not protected in Steganography 
data is protected and hidden in water marking[2].   

VIDEO STEGANOGRAPHY 
The Steganography can be done in different ways depending 

the message: text Steganography, Image 
Steganography, audio Steganography and video 

video Steganography is presented. 
The Steganography on  video can be implemented in two 
ways: (i) spatial domain i.e., frame to frame data storing 
(ii)frequency domain i.e. converting frame into frequency 

For the spatial domain we can use LSB techniques 
and or frequency domain the DWT can be used.  In the LAB 

tored in the locations o some LSB bits[3]. 
The embedding process of the video Steganography is shown 

  
teganography 

PPROACH 

Proposed algorithm consists of both the embedding and 
extraction processes of watermarking. In the proposed 
algorithm we are read the video file and the video file is 
segmented into number of frames. Select one frame and 

the image is color image and it is 
converted into RGB image. Choose the text image and 

or DWT algorithm. 
Depending on the selected number of bits to substitute the 
LSB of the cover image or selected image is replaced with the 
text image. Then all the images are converted into frames and 
to video. Apply the LSB extraction algorithm. Now the 

EMBEDDING ALGORITHM 

file is segmented into frames and then 

‟ from the video frames.  
Step4: The cover image is changed into unit8 format and 
segmented into Red (R), Green (G) and Blue (B) components. 

d the watermark information. 
Step6: watermark image is the text image and convert text 

Step7: Select the number of bits of the watermark image is 
replaced with the cover image. 
Step8: Perform the logic AND operation on the number 
in R component of cover image and substituted bits.
Step9: Perform the bitwise OR operation to the output of 
above step and the entire shifted message bits with substitute 
bits.  
Step10: Repeat the same steps for the blue and green 
components. 
Step11: Translate all the images into frames and then a video 
file, and this is the stego video file.
B. VIDEO STEGANOGRAPHY EXTRACTION ALGORITHM
Step1: Choose and read the stego
Step2: convert the video file into images.
Step3: Select the image from all images which is selected at 
the transmitter. 
Step4: The LSB watermarking extraction algorithm is applied 
on the selected cover image.  
Step5: Extract the watermark text.
Step6: Measure and compare the PSNR and MSE.

C. LSB WATERMARKING ALGORITHM

The Least significant bit (LSB) is simple spatial domain 
watermarking technique. In LSB watermarking algorithm to 
replace the cover image pixel with the text message bits of last 
significant bits. Significant bits of the cover image with the 
text image. This process is going on until the text message is 

finished. 
Assume for simplicity that the image is represented by a single 
4x4 pixel matrix (one color component):
 
 
 
 
 
 
 
 
 
 
 
 
Once inserted the watermark th
               
                           W=10011010 

 
              Fig. 2. Example of LSB algorithm.
D. DWT ALGORITHM: 

The DWT is mostly used in the applications of signal 
processing. We need to select one image and then apply the 
DWT transform. DWT transform will 
into four sub bands LL, LH, HL, HH. The approximation 
coefficients have the lower resolution information (LL), and 
the detail coefficients have the higher resolution information 
i.e., horizontal (HL), vertical (LH) and diagonal (HH) 
components. The main advantage of discrete wavelet 

Step7: Select the number of bits of the watermark image is 
 

Step8: Perform the logic AND operation on the number of bits 
in R component of cover image and substituted bits. 
Step9: Perform the bitwise OR operation to the output of 
above step and the entire shifted message bits with substitute 

Step10: Repeat the same steps for the blue and green 

Step11: Translate all the images into frames and then a video 
file, and this is the stego video file. 

STEGANOGRAPHY EXTRACTION ALGORITHM 

Step1: Choose and read the stego-video file. 
Step2: convert the video file into images. 

e from all images which is selected at 

Step4: The LSB watermarking extraction algorithm is applied 

Step5: Extract the watermark text. 
Step6: Measure and compare the PSNR and MSE. 

ALGORITHM 

The Least significant bit (LSB) is simple spatial domain 
watermarking technique. In LSB watermarking algorithm to 
replace the cover image pixel with the text message bits of last 
significant bits. Significant bits of the cover image with the 

is process is going on until the text message is 

Assume for simplicity that the image is represented by a single 
4x4 pixel matrix (one color component): 

he image will then become: 

 

 

Fig. 2. Example of LSB algorithm. 

The DWT is mostly used in the applications of signal 
processing. We need to select one image and then apply the 
DWT transform. DWT transform will decompose an image 

our sub bands LL, LH, HL, HH. The approximation 
coefficients have the lower resolution information (LL), and 
the detail coefficients have the higher resolution information 
i.e., horizontal (HL), vertical (LH) and diagonal (HH) 

onents. The main advantage of discrete wavelet 
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transform is compatible with the Human Visual System 
(HVS) as compared to FFT or DCT. 

      Step 1: Select and read the cover image . 
      Step 2: Apply DWT (Haar wavelet) on a cover image.
      Step 3: Select and read the watermark image 
      Step 4: Resize the watermark image to the size of cover 
image. 
     Step 5: DWT transform applied on watermark image.
     Step 6: We inserting the watermark image into the cover 
image using the equation   newLL = CLL + α ∗
     Step 7: Now, apply IDWT to newLL and the high level 
features of ‘C’ to get the stego image ‘W’ 
EXTRACTION OF DWT ALGORIHM 
Step 1: Select the watermarked image and read stego image 
‘W’. 
Step 2: Apply DWT on watermarked image 
level features. 
Step 3: Take the low level features of cove image from the 
embedding algorithm. 
Step 4: To extract the watermark image from the stego image 
using the below equation 
Step 5: Now IDWT is applied to recover the original image.

RESULTS 
In this project we are comparing the steganography with LSB 
to DWT for different bit positions. We are taking the input is 
video file is taken in ‘.mpg’ format with each frame with 
Width x Height of 320x 240 and duration of the video is 4.7 
minutes. And the text message is “I AM LEGEND
embedding and extraction algorithms can be used to perfectly 
extract the text message. 

 

The MATLAB tool has been used for simulation. The 
obtained results are the outputs of proposed video 
Steganography technique. The Steganography approach is 
tested for image and video with different number of 
substitute bits.   The results of LSB techniques with different 
N values and the corresponding histograms
3 and fig 4.  
To evaluate the performance of the proposed m
parameters PSNR , MSE and  SSIM are taken in to 
consideration.  
PSNR: It stands for peak signal to noise ratio.  It  
compare between the cover image and the stego image. It is 
measured in decibels (dB). It is used to assess the qualit
the stego image.  
MSE:  It is computed by averaging the squared difference 
between the cover image and stego image . 
SSIM: It is Structural Similarity Index.
measures the perceptual difference between two similar 
images. 
 

 
 
 
 
 
 
 
 
 
 
Fig. 3. Embedding and extraction results of an S
with LSB for N=2 

transform is compatible with the Human Visual System 

 
on a cover image. 

ct and read the watermark image ‘w’. 
Step 4: Resize the watermark image to the size of cover 

Step 5: DWT transform applied on watermark image. 
Step 6: We inserting the watermark image into the cover 

∗ wLL 
and the high level 

ked image and read stego image 

Step 2: Apply DWT on watermarked image to recover low 

Step 3: Take the low level features of cove image from the 

Step 4: To extract the watermark image from the stego image 

Step 5: Now IDWT is applied to recover the original image. 

this project we are comparing the steganography with LSB 
e taking the input is 

video file is taken in ‘.mpg’ format with each frame with 
and duration of the video is 4.7 

I AM LEGEND”. LSB 
embedding and extraction algorithms can be used to perfectly 

used for simulation. The 
the outputs of proposed video 

anography approach is 
tested for image and video with different number of 

The results of LSB techniques with different 
and the corresponding histograms are shown in fig 

To evaluate the performance of the proposed methods the 
parameters PSNR , MSE and  SSIM are taken in to 

It stands for peak signal to noise ratio.  It  is used to 
compare between the cover image and the stego image. It is 
measured in decibels (dB). It is used to assess the quality of 

It is computed by averaging the squared difference 
between the cover image and stego image .  

Index. It is actually 
between two similar 

g and extraction results of an Steganography                

 
Fig. 4. Embedding and extraction results of an S
with LSB for N=6 
 
Results with DWT technique: 

Fig 5:  Embedding process with DWT
 
 

Fig 6: Histograms of the cover ad stego image after 
embedding the data. 
 
 

Fig 7: extraction process of DWT.
 
 

 

g and extraction results of an Steganography                

 
Fig 5:  Embedding process with DWT 

 
Fig 6: Histograms of the cover ad stego image after 

 
Fig 7: extraction process of DWT. 
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Comparison of DWT and LSB techniques:  
To compare the performance of the proposed methods the 

PSNR for LSB and DWT technique is shown in fig 8. 
Steganography with LSB gives more PSNR and less MSE 
than DWT 
 

 
 

Fig 8:PSNR and MSE comparison for DWT and Proposed N 
Values 
Table 1: comparison table of LSB and DWT in terms of PSNR 
and MSE. 

  
 

Fig. 9 Comparison of SSIM with various N Values 
 
                    VI. CONCLUSION AND FUTURE SCOPE 
 
Video Steganography uses input as a video file and text 

image, LSB embedding algorithm can be used for embedding 
and LSB extraction algorithm for extraction of text image. In 
this project we are going to analyze the simulation results of 
the steganography with LSB technique and DWT technique. If  

By comparing the results with N=1 and N=6 the watermark 
text image is visible on the cover image for N=6. Finally 
conclude that the quality of the image is reduced by increasing 
the N value. The PSNR and MSE values are good in LSB 
watermarking than DWT watermarking. 

 
By comparing the Steganography with LSB gives, high PSNR, 
low MSE compared with Steganography DWT. In future am 
developing the Steganography combination of LSB and PVD 
(Pixel value difference) to get high security and high capacity, 
improves the text and image compression ratio. Develop the 
code by changing two or more bits of a pixel instead of LSB 
and trying to send large information through this 
Steganography technique.                         
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No of bits MSE PSNR 
2 -43.57 91.7 
4 -30.25 78.38 
6 -17.42 65.54 

DWT -11.27 59.4 
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